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The NEN7510 Coverage report guide 
A resource for customers to help adopting Microsoft cloud in a NEN7510 compliant way. 
 
 

Introduction 
Building trust is fundamental for customers to unlock the value of Microsoft technology in their 
digital transformation. To help organizations address their national, regional, and industry-specific 
compliance needs and requirements, Microsoft invests in offering the most comprehensive set of 
certifications and attestations in the cloud provider market. The Microsoft Office 365 and Azure 
NEN7510 coverage report by KPMG Advisory N.V. can help organizations in the Dutch Healthcare 
industry in their NEN7510 compliance evaluation when intending to use these Microsoft Online 
Services. 

About NEN7510 
Many Healthcare organizations in The Netherlands need to comply with Dutch Standard NEN7510 to 
effectively address information security. The standard provides directions on the implementation of 
a risk based Information Security Management System, and provides a collection of information 
security controls, largely based on ISO 27002 and ISO 27799. 

The Coverage report 
Microsoft Online Services offer many widely-recognized certifications, third party attestations and 
legal assurances (e.g. ISO270XX, SOC2, contractual data processing terms, SLAs) that customers can 
use to address their compliance requirements. The NEN7510 Coverage report provides a mapping 
between these global assurances to the controls listed in the NEN7510 standard. Customers in the 
Dutch Healthcare industry can use the report as a tool to help adopt Microsoft Online Services in a 
NEN7510 compliant way. The report clearly demonstrates what controls of NEN7510 are covered by 
Microsoft Office 365 and Microsoft Azure, and what controls remain to be covered by the customers. 
The diagram below shows an example of a possible assurance process. 
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Frequently asked questions 
 
Q; Is a customer using Microsoft Online Services NEN7510 compliant? 
A: Demonstrating NEN compliance is the responsibility of the Healthcare organization (the 
“customer”). When using a Cloud services vendor, the customer typically will demand assurances 
from the vendor, and add its own (additional) technology and organizational decisions, choices and 
processes. This results in an overall assessment by the customer on its NEN7510 compliance, that can 
be submitted for review or certification to a third-party auditor. The NEN7510 Coverage report 
provides insight into what NEN7510 controls are covered by Microsoft Online Services, but as such 
does not cover end-to-end compliance. 
  
Q: Is Microsoft compliant to NEN7510? 
A: The responsibility for NEN7510 compliance is applicable to Dutch Healthcare organizations. It 
requires the organization to implement an Information Security Management system and to address 
risk with appropriate technical and organizational measures. For Microsoft in its role as cloud service 
provider, NEN7510 compliance is not the objective, nor is it technically feasible. When a customer 
implements or uses Microsoft Online Services, those services may be in scope of a NEN7510 
evaluation. However, the organization must add its own (additional) controls, choices and processes 
which are part of the overall NEN7510 evaluation. The objective of the report is to demonstrate that 
a Healthcare entity can adopt the Microsoft Online Services in a NEN7510 compliant way.  
 
Q: The report does not show a 100% coverage, is NEN7510 compliance not feasible? 
A: Microsoft Online Services provides many controls that help organizations within Dutch Healthcare 
with their NEN7510 compliance needs. However, an organization needs to complement those vendor 
assurances with their own implementation choices, additional technology controls and 
administrative processes. The report shows already over 94% direct coverage of the full list of 
applicable controls. For the remaining controls, Microsoft provides guidance in the report on how 
compliance with those controls can be demonstrated.  
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Note: Implementing the full list of controls is not the primary purpose of NEN7510 (although the 
large coverage of Microsoft Online Services does help). NEN7510 mandates the implementation of a 
risk based Information Security System, which can be used by an organization to determine what 
selection of controls are applicable to them.  
  
Q: Is the NEN7510 Report a legal binding document? 
A: No. It is intended as a supporting tool for the customer’s internal NEN7510 assurance process and 
helps to establish confidence and trust that NEN7510 compliance is feasible. The KPMG report has a 
descriptive status and includes a legal disclaimer. 

 
Q: Did Microsoft pay KPMG for the report? 
A: Microsoft created a mapping between its global assurances to the controls in the NEN7510 
standard. Microsoft then hired KPMG to perform an independent review on the control mapping to 
NEN7510, which resulted in the report. 
 
Q: Can we share this report? 
A: The report is provided with you under Non-Disclosure Agreement (NDA), on the basis that it is for 
your information only and that it will not be copied or disclosed via other channels than the 
Microsoft Service Trust Portal: https://www.microsoft.com/en-us/TrustCenter/STP/default.aspx  
You can share the report with your own internal or external auditor as part of your compliance or 
assurance processes. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
The content of the information provided by Microsoft, if any (the “Content”) is confidential and 
provided for information purposes only. It does not under any circumstance constitute a legally 
binding offer or acceptance of Microsoft Ireland Operations Limited or any other Microsoft Group 
affiliate. This Content shall not be construed as (i) any commitment from Microsoft Ireland Operations 
Limited or any other Microsoft Group affiliate and/or (ii) supplementing or amending the terms of any 
existing agreement with Microsoft Ireland Operations Limited or any other Microsoft Group affiliate. 
In any case, any commitment from Microsoft Ireland Operations Limited or any other Microsoft Group 
affiliate must be prior stated in an agreement drafted by Microsoft and signed by the duly authorized 
representatives of the Microsoft affiliate concerned and your company. Microsoft, all rights reserved. 
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